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GETTING STARTED

launch KwikT22® on your machine from your Web browser.

To start KwikTag:

1  Open your Web browser and type your KwikTag URL http://ktsrv1/ktadmin/. Contact your system
administrator if you do not have the correct path.

The KwikTzag Login window opens.
In the User Name box, type your user name.
In the Password box, type the password assigned to you by your system administrator.

To change your assigned password, select Change Password.

a A W N

Select the Login button. KwikTag opens and displays the Administration Home Panel.

. n
kwiktag

Home Sites Connections Drawers Users Reports Settings

Please log in...

User Mame: | |
i Passward: | |
kw 7 PﬂPe
Yal.l HBNS
Th W

Contact KwikTag Support KwikTag Web Administration Client

m E] Support is available for customers with Version: T3

\ =t a current Support Agreement Mon-Fri Build: 11874

\ B6AM to 6PM MST. Updated: 11/7/2012

t e Email: support@kwiktag.com
Phone: (877) 594-5111
EI Imagetag
© 2011 ImageTag, Incorporated. Legal Privacy Contact Us About

Figure 1.0 — The first panel that appears after login is the KwikTag Administration Home Panel.
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Seven function tabs as they are presented within the KwikTag Administration window are briefly described
below:

— used to group drawers together; when integrating with Dynamics systems sites are equivalent to the
Dynamics companies

—shows integration connection information, such as the Dynamics connection or SharePoint
connection information

— used to organize and store digital document images

— allows creation, deletion and modifications to users and their most basic properties
— documentation of statistical information based on Kwik usage
— allows changing system settings, such as audits and password policy

— allows the user to configure document workflow to be used inside the KwikTag system

The main window displays customized information.

» Contact KwikTag Support is available to clients with current Support Agreements:
Monday - Friday

6 A.M. to 6 P.M. Mountain Standard Time (Arizona does not follow Daylight Savings)

Email: support@kwiktag.com

Phone: (877)594-5111

> Kwik Web Administration Client:

Version: This will display the current installed version

Build: This will display the current KwikTag build

Updated: This will display the last date the KwikTag system was updated

Company ID: This will display the unique identification number associated with your company’s KwikTag server

Proprietary & Confidential Page 6
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OVERVIEW

Kwik security is designed to control access to the system's document drawers. This ensures that only

authorized personnel can view particular documents and control the filing of new documents. The System

Administrator’s account is granted all rights and these rights cannot be changed or deleted. The System
Administrator is responsible for:

Creating users

Creating groups to manage collection of users

Granting users and groups access to drawers

Managing security policies, for example password length or expiration
Defining the auditing of various document and system activities
Managing and creating filing drawers

Fixing lost and found documents

LEFT-HAND NAVIGATION

Once you navigate to the Users tab you will notice a listing of available windows for the Users tab. Each window
will allow you access to the different sections to manage. Each section contains a set of specific properties that
can be edited related to Users. These sections consist of the following:

USERS

o Users — Allows you to manage the users themselves. This is where you will Add, Edit and Disable users.

e  Groups — Allows you to create and manage groups. Groups are a collection of users, and each user
inherits the rights of the group.

KwikTag security and licensing is based upon a named user model. All users granted access to the system must

have a unique user id.

A newly created user is assigned to a default group (KwikTag Users). All users (except for the Administrator and

the Guest accounts) must belong to at least one group. Users may belong to more than one group

simultaneously.

To access this feature, click on the Users link on the left hand menu.

Proprietary & Confidential Page 7
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kWi ktag ’ Welcome Admiflisfrtftqr

Home Sites c { Users Reports Settings Workflow

Users Users - Users = Allows creation and modification of users and their most basic properties.

Properties Newy CALs

Drag a column header here to group by that column

User Name First Narne Last Namne E-Mail Disabled User CAL

[ I I I [T -l
Adrministrator Adrin User ‘appliance@imagetag.com O Contrbute
APManager AP Manager apranager@imagetag.com O Contribute

‘ CFO (& FO cfo@imagetag.com O Contribute

‘ DavidD David Dotson davidd@imagetag.com O Contribute

‘ Daviddapprover David DApprover davidd@irnagetag.com O Contribute

‘ DavidDIndexer David DIndexer dduckworth@imagetag.com Contribute

‘ DavidDIndexwe David Dindexwe dduckworth@imagetag.com Contribute

‘ Guest Guest User Consume
Jdunlap John Dunlap johnd@imagetag.com O Contribute
johnl John Lemaster johnl@imagetag.com O Contribute
Page 1 of 3 (30 items) 1] AT

m Imagetag 030

@®2011 ImageTag, Incorporated

Figure 1.1 — Users

an
Caution: Tag dispensers are assigned to users by their user names and sharing dispensers is not recommended.
User actions are audited and tracked for security purposes.

CREATING USERS

1 Toaddauser, click New. The User Properties window will display.

2 Enter the following required data:
e User Name
e First Name
e lLast Name
e CAL Type: Selection between Contribute (Full Access) or Consume (View Only)
e Email
e Password
e Confirm Password
e Disabled, check/uncheck (Users brought in from AD Sync will be disabled by default)
The following information is not required but recommended for entry:

e Description

Proprietary & Confidential Page 8
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e Title

e Password expires on next login
3 Click Apply. The user is created and appears in the Users list.

Note: The default group is the KwikTag Users group.

User Properties: [New User] E]

Create users, create groups and grant users access to drawers.

General

Manage user properties. Add, edit and disable users

i User Mame * E-mail * E
 First Mame * Password * i
E Last Hame * Confirm Password * E
1 - Pazsword expires on next E
 Description login | :
' Title Disabled :
1 CAL Type [=] Is Logged In | :
\ Apply ;

[i] imagetag

Figure 1.2— User Properties

EDITING USER INFORMATION
1 Select the user in the User list to be modified.
2 Double click on the User Name or Click Properties.

3 Modify any of the user information. By selecting a new CAL Type, the existing license will be released
and the new license will show as used.

4 Click Apply to save any changes.

Hint: Entering in user information into the blank fields above the user list will expedite the search for a specific
user.

Proprietary & Confidential Page 9
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User Properties: [New User] E]
Creatz users, creste groups and grant USErS SCCESS t0 drawers.
A\ Manage user properties. Add, edit and disable users E
i User Name * DavidD E-mail * davidd@imagetag.com E
E First Name * David Paszsword * ssssew E
E Last Hame * Dotsun Confirm Password * ssssew * E
1 - Pazsword expires on next E
 Description login | :
' Title Sales Manager Dizabled E
1 CAL Type Contribute {46) [=] Is Logged In [ 5
1 Apply p
[i] imagetag
Figure 1.3— Edit User
an
Caution: Each Kwik Client license is issued for a specific number of users. Although the System

Administrator may create as many users as desired, only the licensed number may be enabled; all others must
be disabled. For security reasons, the password entered is intentionally not displayed. KwikTag requires the
administrator to enter the password twice to confirm that the intended password has been entered. In using AD
Sync where users are created from an Active Directory group, they are disabled by default. In using AdSync with
Group Sync where members will be created, all new users will be disabled.

DISABLING A USER

Disabling prevents a specified user from logging into KwikTzg. A user cannot be deleted from KwikTzg; they can
only have their account disabled.

1  Select the user from the Users List to be disabled.

2 Double click on the User Name or Click Properties.
3 Click Disabled box.
4

Click Apply. The user is now disabled and cannot log in to Kwik

To reinstate a user, repeat the above steps and clear the Disabled box.

Proprietary & Confidential Page 10
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GROUPS

Groups are a collection of users, and each user inherits the rights of the group. Groups are the most efficient

way to manage users’ access to drawers. Any user added to a group automatically receives the drawer access

rights assigned to the group.

To access this feature, click on the Groups link on the left hand menu.

°
kW| ktag ‘Welcome Administrator
Home Reports Settings Workflow
Al uUsers - Groups = Allows crestion, deletion, and modification of groups and their most basic properties.
Groups
Properties New Delete

Drag a column header here to group by that column

Group Mame Description

Approvers workflow queue items to approve

Contract Approvers This Group can approver Contracts

ERP Entry

KTGP Sales Demo Users for GP

KwikTag Admins Admin Group

KwikTag Guests Guest Group

KwikTag Users KwikTag Users Group

Reviewers This group will receive workflow

Waorkflow Admin Workflow admin activities

Page 1 of 1 (9 items)
m Imagetag 033

@2011 ImageTag, Incorporated qa ivacy t \

Figure 1.4 — Groups

DEFAULT GROUPS
The Kwik software provides the following default groups:

e Kwik Users
o Kwik Administrators
o Kwik Guests

System Administrators have the flexibility to change any or all of the default groups except to delete them.

users are automatically added to the Kwik Users group.

ADDING A GROUP

1  Click New.

2  Type the Group name.

New

Proprietary & Confidential Page 11
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3 Type a brief group Description. For example, System Engineering, Product Marketing, Human
Resources, Internal Sales, External Sales.

4 Click Apply. The Group is added to the Groups list.

Group Properties: [New Group] ’ZI

Create or modify groups to manage a collection of users.

Figure 1.5 — Group Properties

EDITING A GROUP
1 Select Group.
2 Double click on the Group Name or Click Properties.
3 Change the displayed information as required.

4 Click Apply.

REMOVING A GROUP

1  Select Group.
2 Click Delete.
3 The “Delete Confirmation” dialog appears.

4 Click OK.

Proprietary & Confidential Page 12
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ADDING MEMBERS TO A GROUP

Once a group is created, members (users) can be added to it. The user has to exist already in the Users list to
select them as part of a Group.

1 Select Group.

2 Double click on the Group Name or Click Properties.
3 Click on the Membership section.
4

The left menu lists all of the Current Users in the Group. The right menu lists all of the available KwikTag
users.

5 Select User(s) from the right menu and add to the left menu by clicking the double left arrows. This will
add the User(s) to the Group. The system automatically saves the additions.

Hint: You can hold down the CTRL or SHIFT keys to select multiple User names. The system will not duplicate an
existing user name entry. To remove Users from a Group, select the Users from the left menu and add to the
right menu by clicking the double right arrows.

Group Properties: KwikTag Users X |

Create or modify groups to manage a collection of users.

j v Record(s) saved successfully.

hanage users assigned to a group. Add existing site users to a group(s).

Current users in group KwikTag Users
APManager Administrator
CFO DavidD
DaviddApprover )

DavidDIndexer

Jdunlap

johnl

Johnl&pprover

Johnlindexer

jonim —
JonM&pprover

Maryall =

Wink
Winkindexer

Figure 1.6 — Adding Members to a Group
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SITES

Overview

Sites are created by the KwikTzg Administrator and any user who is a member of the “KwikTag Admins” group. Sites are
used to group certain drawers together, by department for example. In a Dynamics integration, a Site represents a
company in the Dynamics environment.

kwiktag

Home Sites

Welcome Administrator
Change Passwvord Log Out

Sites Sites - Sites -

Properties I

Drag a column header here to group by that column

Site Name A Description
Fabrikamn, Inc. Microsoft Dynamics Great Plains
KwikTag KwikTag

Page 1 of 1 (2 items) [11 |

E] Imagetag’ 010

®2011 ImageTag, Incorporated. Legal Privacy Contact Us | About

Figure 2.0 — Sites Tab
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CREATING A NEW SITE

1 Click New. The Site Properties screen will display.

Site Properties: [New Site] |Z|

Create new sites, modify existing sites and/or description. Assign existing site users to the role of Site Administrator.

Figure 2.1 — Site Properties

2 Enter the following information:
e Site Name

e Site Description

3 Click Apply.

as
Caution: Sites cannot be deleted from the system. However the description can be updated. When integrating
with a Dynamics system the Site names must match the Dynamics company names EXACTLY. This is what

KwikTag uses to facilitate the connection to the Dynamics environment.

Proprietary & Confidential Page 15
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MOVING DOCUMENTS TO A NEW SITE

1 Cclick Move. The Move Documents screen will display.

Move Documents: Fabrikam, Inc.

... huore

Move documents from one site to another.

Drawers in the Fabrikam, Inc. site

Applicant

Applicant Costs

Applicant Education
Applicant Intervievy Rating
Applicant Offers

Applicant References
Applicant Requisitions
Applicant Skills

Applicant Tests

Applicant User Defined
Applicant Work History
Apply Payables Documents
Apply Receivables Documents
Att. Emp. Mice

Bank Deposits

Bank Reconciliations

Bank Transactions

Select the source drawers from the drawer list then select the destination site and click 'FApply’ to
perform the operation. Option (1): 'Create drawers if they do not exist’ when checked, automatically

Select a destination site

KwikTag

I Creste drawers if they do not exist

v Selectively move documents based on

destination site

Figure 2.2 — Move Documents

2  Select the drawers to be moved to the new site by highlighting them in the left hand menu. You can use
your CTRL and SHIFT keys to select multiple drawers.

Select a destination site by highlighting it in the right hand menu.

4 Click “Create drawers if they do not exist” if you want the system to automatically create the drawers in
the new site.

5 By default, the “Selectively move documents based on destination site” is selected. Leave this selection.
This allows documents to be moved to a site based on a matching company id. Often, customers upgrading their

KwikTag implementation will rely on this to move documents for one company into their new site.

6  Click Apply.

Proprietary & Confidential
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Overview

Drawers are created by the KwikTag Administrator and any user who is a member of the “KwikTag Admins” group, or an
individual user who has been granted “Manage” rights to the Module or Drawer itself.

kWi ktag Welcome Administrator

Home Sites Connections Users Reports Settings Workflow

Drawers Al Drawers - Drawers = Allows creation, deletion, and modification of dravers and their most basic properties.

Propetties New Delete Select All I Select None I
Site &
Drawer
=] Site: Fabrikam, Inc. {Continued on the next page)
Applicant

Applicant Costs

Applicant Education
Applicant Interview Rating
Applicant Offers

Applicant References
Applicant Requisitions
Applicant Skills

Applicant Tests

Page 1 of 7 (68 items) " N
E] Imagetag 020
@2011 ImageTag, Incorporated

Figure 4.0 — Drawer Tab

LEFT-HAND NAVIGATION

Once you navigate to the Drawers tab you will notice a listing of available windows. Each window will allow you
access to the different sections to manage. Each section contains a set of specific properties that can be edited
related to drawers. These sections consist of the following:

e Drawers — Allows creation, deletion, and modification of drawers and their most basic properties.
e Pick Lists — Allows the creation, viewing, editing, and deletion of all pick lists used within drawers.
e Custom Controls — Allows creation, deletion, and modification of Custom Controls for Drawer fields.

o Drawer Templates — Allows creation and modification of drawer templates and their most basic
properties.

SYSTEM AND CUSTOM FILING FIELDS

When a new drawer is created, its structure consists of the default system fields:
e Scanned Pages
o User Name

Proprietary & Confidential Page 17



KwikTag T3 Web Administration Guide

e Date Tagged

e Date Received
e Barcode

e Date Modified

During the drawer creation process the KwikTag Administrator creates other custom fields that Kwik users
complete to index their documents. These indices are known as filing fields. Drawers created by using Drawer
Templates contain the same structure as the drawer template used.

DRAWERS

Drawers are the virtual filing containers for all documents in the KwikTag system. They are grouped together by
Sites. You can add and delete drawers in the system at any time. During the initial implementation process,
drawers will be created with you based upon your business processes. If you are integrating with a Dynamics
system, your default drawers are automatically created for you with the Connection integration template for
each Site.

To access this feature, click on the Drawers link on the left hand menu.

CREATING A NEW DRAWER

The KwikTag System uses electronic filing drawers to organize and store digital document images. These
drawers are created based upon your business processes or from a Dynamics integration template.

1 Click New. The Drawer Properties screen will display.

[

Drawer Properties: [New Drawer]

Manage the basic propenies of 3 drawer.

General |

1
'

E Add a drawer based on 3 drawer template. Select if the drawer is a publishable drawer. !

I

I

| Site *

; [~]

I

' Name *

I

I

Drawer Templates

: P E3

I

| Alias

I

! Filter by User Mame (My Filing)? |  Publishable? ] System Drawer [C]
Apply

Fields

Notifications

Settings

[i] imagetag

Figure 4.1 — Drawer Properties: General
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2 Complete the required information:

Site (this list is populated by the Sites tab)

Name

The following information is not required but recommended for entry:

3 Click Ap

FIELDS

Drawer Template (this list is populated by the Drawer Templates section. Only select a template
if you want to create a new drawer based on the template.)

Alias — This is an alternative description for the drawer.

Filter by User Name (My Filing) — leave this box unchecked so that the drawer is accessible to all
users based upon permissions

Publishable — leave this box checked unless you are integrating with SharePoint and you do not
want this drawer published to SharePoint. Note that this only applies if the KwikTag SharePoint
connector is installed.

System Drawer — This box is generally used when creating drawers used by KwikTag professional
services to store KwikTag system data. For user-oriented drawers designed for document
storage and retrieval, this box should be left unchecked.

ply.

During the drawer creation process the Kwik Administrator creates custom fields that Kwik users
complete to index their documents. These indices are known as filing fields. Drawers created from a drawer

template contai

n the same structure as defined in the template.

To access this feature, click on the Fields section of the Drawer Properties screen.

Proprietary & Confidential
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Drawer Properties: Lost and Found

B

General

Manage the basic properies of a drawer.

:

characters in that

Drawer Fields

Manage fields contained within a drawer. Add, Edit and Delete drawer fields and it= properties. Specify Max Length to restrict number of

field, specify \Validators to validate input. While tagging Max Length will be considered prior to \Validator.

Scanned Pages
User Name
Date Tagged Field Hame *
Date Received .
barcode Field Type * E| Max Length
Date Modified Pick List
Validator [=]
Custom Control E|
View Order
Hidden 7] readonly [] Show in Grids: =
Type Ahead: |:| Required: |:| Show in Mixed Grids: |:|

Delivery

[i] imagetag

Figure 4.2 — Drawer Properties: Fields

1  Click New.

2 Typeinavalue in the Field Name. (Maximum 32 alphanumeric characters.)

3 Select Field Type:

Currency

Date/Time

Memo

Numeric

Pick List - If Pick List is selected then the Pick List field below will enable to select the value from.
Text

4  If applicable, select the value for Pick List.

5 If applicable, select a field value Validator. This is used for Email, Zip Code and Social Security Number

orc

ustom controls.

6 If applicable, select a Custom Control from the list. This is generated from the Custom Controls section
in the Drawers tab.
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7 Enter avalue in View Order. This determines the order in which data fields are displayed by KwikTag
users when indexing documents or displaying document data.

8 Check Hidden if this field should be hidden from the end-user.
9 Check Type Ahead if new field needs to accommodate assisted typing.
10 cCheck Read Only if this field should not allow entry.
11 cCheck Required Field if new field must have a value.
12 Click the double left arrows to add the new field to the list of Drawer Fields.

13 If applicable, select Show in Grid and/or Show in Mixed Grid. This determines where in KwikTag these
index fields will be displayed. Show in Grid displays this data when viewing the KwikTag drawer. Show in
Mixed Grid displays the data in the KwikTag Work Queue and in Search results.

EDITING EXISTING DRAWER FIELDS

1  Open the Drawer by double clicking on it or highlighting the Drawer and clicking on the Properties
button.

Click on the Fields section.
Highlight the Field to be edited.

If applicable type in a new value in the Field Name. (Maximum 32 alphanumeric characters.)

A W w N

If applicable Select Field Type:

e Currency

e Date/Time

e Memo

e Numeric

e  Pick List - If Pick List is selected then the Pick List field below will enable to select the value from.

e Text
5 Ifapplicable, select the value for Pick List.

6  Ifapplicable, change the field value Validator. This is used for Email, Zip Code and Social Security
Number.

7 If applicable, change the Custom Control selected. This is generated from the Custom Controls section
in the Drawers tab.

8 If applicable, enter a different value in View Order.
If applicable, change value Hidden if this field should be hidden from the end-user.
10 If applicable, change value for Type Ahead if new field needs to accommaodate assisted typing.
11 If applicable, change value for Read Only if this field should not allow entry.

12 If applicable, change value for Required Field if new field must have a value.
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13 If applicable, select Show in Grid and/or Show in Mixed Grid. This determines where in KwikTag these
index fields will be displayed. Show in Grid displays this data when viewing the KwikTag drawer. Show in

Mixed Grid displays the data in the KwikTag Work Queue and in Search results.

14  Click Apply.

Drawer Properties: HR Lists

Manage the basic properties of a drawer.

k:h,' > n:il-.

Date Modified

Permissions

Notifications

Settings

hBnage fields contained within a drawer. Add, Edit and Delete drawer fields and its properties. Specify Max Length to restrict number of
characters in that field, specify “Aalidators to validate input. While tagging Max Length will be considered prior to Validator

Field Name * lEmplcr;,fee Mame

Field Type * ITe>:1 'I Max Length I

Pick List | ~
Validator | |
=

Custom Control |

Viewy Order III!

Hidden [T ReadOnly E

<l

Type &head: [~ Required:
Auto Ertry: [~ System Field: [T

Figure 4.3— Edit Existing Field

Note: After each field is edited, the Apply function must be executed in order to proceed to the next field.

o

Caution: If the drawer contains data, you cannot change a text field to numeric or numeric to text. If a text field
is changed to a pick list, it cannot be changed back to a text field.

Proprietary & Confidential
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DELETING EXISTING DRAWER FIELDS

1 Open the Drawer by double clicking on it or highlighting the Drawer and clicking on the Properties
button.

2 Click on the Fields section.

3 Highlight the Field to be deleted.

4 Click Delete button. System will ask to verify delete.
5

To proceed with delete, click OK.

Note: Click Cancel to abort operation.

Windows Internet Explorer [ X

\?‘/ Are you sure you want to delete the selected drawer field(s)?

Cancel |

Figure 4.4 — Delete Existing Field

PERMISSIONS

The System Administrator uses the Permissions section to manage a drawer’s Access Control List (ACL). The ACL
displays the groups and users who have access to the drawer and the specific permissions granted to each user
or group. For each user or group listed on the ACL, there are four rights which can be granted:

To access this feature, click on the Permissions section of the Drawer Properties screen.
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Drawer Properties: HR Lists

[

hanage the basic properties of a drawer.

hanage permission settings for users assigned to a drawer. Add, Bdit and Delete user drawer permissions.
Access Control List KwikTag UsersiGroups
APManager - U -
Anprovers - G
r Open CFO-U
Contract Approvers - G
™ add DavidD - U

[T Remove E -u
™ Manage DavidDInde -u =

Guest - I;I

Jdunlap - U

johnl - U
Johnl&pprover - U
Johnlindexer - U

= | jonm - U
JonM&pprover - U

JonMindexer - U Ll

Notifications

E] Imagetag

Figure 4.5—- Drawer Properties: Permissions

PERMISSIONS DEFINITIONS

e Open: Users may open the drawer and search through the entire list of documents. The user may also
view the document images, but cannot edit the filing field information or add a new version of
the document. The user may copy documents to another drawer for which they have the Add
permission.

e Add: Users may add documents to a drawer or edit the filing field information of existing documents.
Users who are granted only the Add permission will see a drawer as a drop box. It allows the
user to place new documents in the drawer and to add new versions; however, the user will be
unable to view the drawer's contents after refresh.

e Remove: Users may remove a document from the drawer. This permission is also required in order for a
user to move a document from one drawer to another.

e Manage: Usersrequire “Manage” permissions to change a barcode or document owner in KwikTag.

ADDING PERMISSIONS TO GROUP/USERNAME
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The available KwikTag Users and Groups will display in the right hand menu.

The left hand menu displays the current ACL for this drawer.

Click on a User or Group from the right hand menu to grant access to this drawer.

From the menu options, determine what rights to give that User or Group by checking the appropriate

boxes.

Click the left hand arrows to add the User or Group with the selected rights to the Access Control List.

»

Hint: If you need to edit the rights of a user already included in the Access Control List, simply highlight

their name in the ACL, check the boxes of the rights you would like to give and click Apply.

Drawer Properties: HR Lists

x|

General

hanage the basic properties of a drawer.

p IR ~

Access Control List

Administrator (OARM) - U
KwikTag Admins (OARM) - G

Notifications

v Open

V add

iRemove

™ Manage

hManage permission settings for users assigned to a drawer. Add, Edit and Delete user drawer permissions.

KwikTag UsersiGroups

APManager - U

CFO-U

Contract Approvers - G

idD - U
Davidd&pprover - L
avidDIndexer - U
DavidDIndexwe - L
ERP Entry - G
Guest - L
Jdunlap - U
johnl - U
Johnl&pp
Johniinde
jonm - U
JonMApprover - U

JonMindexer - LI LI

E] Imagetag

Figure 4.6— Add/Edit Permissions
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NOTIFICATIONS

The Notification tool is used to schedule an information notice to the filing user or to another person. A
notification can be sent to alert the recipient that there is activity in that drawer.

To access this feature, click on the Notifications section of the Drawer Properties screen.

Drawer Properties: HR Lists X |

Manage the basic properties of a drawer.

Permissions

'
E hanage notification alert properties of a drawer. Add, Bdit and Delete notifications. '

1 Activities in Drawer H

v |Mot Scanned Activity * I _V_] E
E Page Count Mismatch Duration - E
: (Days)* I '

| = :
: From * l E

E << |T0'

Subject

H

Attach *

Filing User [~ {

! Message

Figure 4.7 — Drawer Properties: Notifications

ADDING NOTIFICATION ON EXISTING DRAWERS

Notifications allow the user to send a notification to either the filing user or another user or list of users. There
are two types of system notifications that are already part of the drawer and are sent to the Filing User by
default; one for when a document is indexed and not scanned (Not Scanned) and one for when the scanned
number of pages does not match the number of pages entered by the user (Page Count Mismatch).

You can add additional system notifications per the instructions below.
1  Click New.

2 Select type of notification from the Activity drop down list.

e Document Activity

Proprietary & Confidential Page 26



KwikTag T3 Web Administration Guide

e Document Received
e Not Scanned

e Page Count Mismatch
Select Duration days.
4 Select Attach from drop down list.

Enter the From email address. This will default to the email address entered for the named
Administrator account.

Enter the To email address or check the box to have the notification sent to the Filing User.
Enter a topic in the blank Subject field.

Enter a note in the blank Message field.

O 00 N O

Click the double left arrows to add the notification to the Activities in Drawer list.

»

Hint: If you need to edit a notification included in the Activities in Drawer list, simply highlight the
notification, edit the information on the right accordingly and click Apply.

Drawer Properties: HR Lists E

hManage the basic properties of a drawer.

'
5 Menage notification alert properties of a drawer. Add, Edit and Delete notifications.

1 Activities in Drawer

Mot Scanned Activity * chn:r,nnent Received L]
*age Count Mismatch '

Duration l—'ﬂ
(Days) * -

E Aftach * l Document _v_] H

From * I:a-:irnin@k'\-‘vikiag .com

<< | To* [Fiﬁng User Filing User v

| Subject IN»: document has arrived in KwikTag .

A newy document has arrived in the HR Lists ;j
3 drawer. Please review

Message

Delete | LI

Figure 4.8— Add/Edit Notifications
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DRAWER SETTINGS

Drawers have settings that provide default instructions for document images and archive procedures. Image
Settings include orientation, image format, image processing, and other checks. Archive procedures will
determine the purge cycle for drawers. Drawers will fill with documents over time. While the drawer capacity is
virtually unlimited, the ever increasing number of documents will affect both the efficiency and time required to
perform data filing and retrieval tasks. A document retention plan can help keep the Kwik system in good
operating condition. Documents can be removed from a drawer by exporting document images and/or
metadata to another physical location, or by purging documents from the drawer.

To access this feature, click on the Settings section of the Drawer Properties screen.

¥

Drawer Properties: Lost and Found

Manage the basic properties of 3 drawer.

General

I Fields

. |Selfnns |
| 1 Manage document image sattings. Manage drawer archival settings and properties E
] Image '
H E Retain base TIFF (for non-TIFF selections) |
5 Apply E
; Archive ;
E Include drawer contenis in _ L _ _ :
! purge cycle: ) Yes @ No Enable Retention: ) Yes @ No E
E Export Metadala as: * Lock Document?: Yes @ Mo E
1 Retain From: Mark For Deletion?: Yes @ Mo ;
E Retain For: E
: Apply :

Figure 4.9 — Drawer Properties: Settings

EDIT DRAWER SETTINGS

Image Settings:

1 Select Retain base TIFF (for non-TIFF selections). Checking this box ensures that documents will be
stored and maintained as TIFF images, in addition to PDF images.

2 Select Include Drawer Contents in Purge Cycle to ensure that data and documents are removed based
on selected archive criteria.

3 Select Enable Retention to ensure that documents are retained based on selected archive criteria. This

Proprietary & Confidential Page 28



KwikTag T3 Web Administration Guide

will enable the drop-down selections for document export and retention.

i. You can choose to Export Metadata as a portable repository, a delimited format file, or a report
format.

ii. Choose to retain records based on the Date filed or Date modified

iii. Select the number of days, months or years for which you wish the document to be retained

4  Select Lock Document to ensure that no user can move, copy or delete this document once the
retention date has been reached

5 Select Mark for Deletion to delete the document once the deletion date has been met

Note: PDF and TIFF images are the standard storage formats used with the Kwik software.

Archive Settings:

1 Include drawer contents in purge cycle, check / uncheck. This ensures that data and documents will
removed based on archive criteria (described below).

2  Export Metadata as:
e Do Not Export
e Portable Reposition
e Delimited Format

e Report

Retain From, query field based on date filed, date modified, and date.
Retain For, the length in months to retain images.

Enable Retention, check if required.

Lock Document, check / uncheck.

Mark for Deletion, check / uncheck.

00O N O U &~ W

Click Apply.
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PICK LISTS

Users are allowed to create, view, edit and delete all pick lists used within the drawers. The System
Administrator defines the List Name and List Entry values.

To access this feature, click on the Pick Lists link on the left hand menu.

°
kW' kta.g Welcome Administrator

Home Sites Connections

Al Drawers - Pick Lists = Allows the creation, viewing, editing, and deletion of all pick lists used within drawers.

Pick Lists

Properties New Delete

‘ List Name |
| I

Approvers

Companies
KT Workflow Status
WPA Present?

Page 1 of 1 {4 items)

E] Imagetag 026

@®2011 ImageTag, Incorporated.

Figure 4.10 — Pick Lists
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ADDING A PICK LIST

1 Click New. The Pick List Properties screen will display.

Pick List Properties: [New Pick List] E

Pick List Value |

View Order I

Apply | Mewy |

....................................................................................

Figure 4.11 — Pick Lists Properties

Enter a Name for the Pick List.

Click New to start adding the values to the Pick List.

Enter a Pick List Value to be included in the drop down list.
Assign a numeric View Order to organize the drop down list.
Click the Apply button.

The new value will show in the Pick List Values menu.

O N OO 1 A W N

Repeat above steps until all of the Pick List values have been created.

Hint: If you need to edit an existing Pick List Value, simply highlight the value, edit the information on
the right accordingly and click Apply.
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CUSTOM CONTROLS

Users are allowed to create, delete and modify Custom Controls for Drawer fields. The System Administrator defines
the Custom Controls to be used. There are three system default “validators” included in the Custom Controls
section. They are Email, Social Security Number and Zip Code. Typically the “user controls” pertain to
integration fields for Dynamics lookup lists. These will be created as part of the implementation process. They
are used to access GL Distribution Codes and Vendor Lists.

To access this feature, click on the Custom Controls link on the left hand menu.

I(Wi ktag ".~“j.felx;:|:xrr|e AQ@iﬁi#ra?r

Home Sites Connections Users Reports Settings Workflow

Al Drawers - Custom Controls = &llows creation, deletion, and modification of Custom Controls for Drawver fields.

Properties Newy Delete I
Custom Controls

Drag a columnn header here to group by that colurmn
MName A Type ‘
Email Yalidator
GL Distribution User Control
Social Security Nurmber Validator
endor Lookup User Control

| Zip Code Validator

Page 1 of 1 (5 items)

029

(i] tmagetag

@ 2011 ImageTag, Incorporated. 203 2 L t: S |

Figure 4.12 — Custom Controls

ADDING A CUSTOM CONTROL

1 Click New. The Custom Controls Properties screen will display.
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Custom Controls Properties: [New Custom Control] E

Create and edit custom controls that can be associated with Drawer fields.

Parameter

Figure 4.13 — Custom Controls Properties

2 Enter a Name for the Custom Control.

3 Select the Type of Custom Control to be created.

4  Click Apply.
Note: Parameters are defined by either the KwikTag or Dynamics system depending on the type of Custom
Control selected.
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DRAWER TEMPLATES

Users are allowed to create, delete and modify Drawer Templates to be used for ease of drawer creation. A pre-defined
drawer structure, including filing fields, can be created as a template and be used during the creation of a new drawer. A
Dynamics integration will already contain Integration Drawer Templates based on the entry forms in the Dynamics system.

To access this feature, click on the Drawer Templates link on the left hand menu.

.
le ktag Welcome Administrator

Home Sites Connections Users Reports Settings Workflow

Al Drawers - Drawer Templates = Allows creation, and modification of drawer templates and their most basic properties.

Properties Newy Delete Capy. | Export | Import

Diaiat Integration Template A

Templates -
Drawer Name

B8 Integration Template: Microsoft Dynamics GP - 1.0 {Continued on the next page)

Apply Payables Docurnents
Apply Receivables Documents
Bank Deposits
Bank Reconciliations
Bank Transactions
Bank Transfers
Custorner
Financial Batch Entry
Fixed Assets
Page 1 of 5 (44 items) [1] LZ RAT

m Imagetag 028

@2011 ImageTag, Incorporated. 3 F ynta |

Figure 4.14 — Drawer Templates
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ADDING A DRAWER TEMPLATE

1 Click New. The Drawer Template Properties screen will display.

Drawer Template Properties: [New Drawer Template]

g

Manage the basic properies of 2 drawer template.

| General

'

| Add or edit drawer template Select if the drawer template is a publishable drawer.

E Mame * !

' 1

| Alias :
|

'

1 Version Number [+] Pubiishable? [ System Drawer [ '

Fields

[i] imagetag

Figure 4.15 — Drawer Template Properties

Enter a Name for the Drawer Template.

If applicable, enter an Alias.

Select a Version from the drop down list. This is a required field and must start at 1.1.

If this drawer should be published to SharePoint, select the Publishable checkbox.

o A W N

Click Apply.

DRAWER TEMPLATE FIELDS

During the drawer template creation process the Kwik Administrator creates custom fields that Kwik
users complete to index their documents. These indices are known as filing fields. Drawers created from a
drawer template contain the same structure as the template.

To access this feature, click on the Fields section of the Drawer Template Properties screen.
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Drawer Template Properties: [New Drawer Template] E]

Manage the basic properties of 2 drawer template.

General

Fields |

'
E Manage fields contained within 3 drawer template. Add, Edit and Delete drawer template fields and its properties

E Drawer Template Ficlds

: Field Name *

Field Type * Max Length
Pick List .
Walidator E

Custom Control

H Wiew Order
E Hidden ReadOnly Show in Grids !
] Type Ahead: Required: Show in Mixed Grids :

Figure 4.16 — Drawer Template Properties: Fields
1 Click New.
2  Typeinavalue in the Field Name. (Maximum 32 alphanumeric characters.)

3 Select Field Type:

e Currency
e Date/Time
e Memo
e Numeric
e  Pick List - If Pick List is selected then the Pick List field below will enable to select the value from.
o Text
4  If applicable, select the value for Pick List.

5 If applicable, select a field value Validator. This is used for Email, Zip Code and Social Security Number
or custom.

6 If applicable, select a Custom Control from the list. This is generated from the Custom Controls section
in the Drawers tab.

7 Enter avalue in View Order. This determines the order in which data fields are displayed by KwikTag
users when indexing documents or displaying document data.

8 Check Hidden if this field should be hidden from the end-user.
9 Check Type Ahead if new field needs to accommodate assisted typing.
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10 Add show in grid and show in mixed grid

11 cCheck Read Only if this field should not allow entry.

12 Check Required Field if new field must have a value.

13 Click the double left arrows to add the new field to the list of Drawer Template Fields.

14 If applicable, select Show in Grid and/or Show in Mixed Grid. This determines where in KwikTag these
index fields will be displayed. Show in Grid displays this data when viewing the KwikTag drawer. Show in
Mixed Grid displays the data in the KwikTag Work Queue and in Search results.

o

Hint: If you need to edit the fields already included in the Drawer Template Fields list, simply highlight
the field, edit the information on the right accordingly and click Apply.

DRAWER TEMPLATE SETTINGS

Drawers have settings that provide default instructions for document images and archive procedures. Image
Settings include orientation, image format, image processing, and other checks. Archive procedures will
determine the purge cycle for drawers. Drawers will fill with documents over time. While the drawer capacity is
virtually unlimited, the ever increasing number of documents will affect both the efficiency and time required to
perform data filing and retrieval tasks. A document retention plan can help keep the Kwik system in good
operating condition. Documents can be removed from a drawer by exporting document images and/or
metadata to another physical location, or by purging documents from the drawer.

To access this feature, click on the Settings section of the Drawer Template Properties screen.

Drawer Template Properties: [New Drawer Template] E

Manapge the basic properties of 2 drawer template.

(oo
=

Image !

i Retain base TIFF (for non-TIFF selections)

] Archive !
1 Include drawer contents in Enable Retention: E
! purge cycle: Yes " No : Yes © No :
i Export Metadata as: * Lock Document?: Yes © No :
E Retain From: Mark For Deletion?: Yes Mo '
i Retain For: :

EI Imagetag

Figure 4.17 — Drawer Template Properties: Settings
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EDIT DRAWER TEMPLATE SETTINGS

Image Settings:
Archive Settings:

1
2

00O N O U B~ W

Include drawer contents in purge cycle, check / uncheck.

Export Metadata as:

e Do Not Export

e Portable Reposition
e Delimited Format

e Report

Retain From, query field based on date filed, date modified, and date.
Retain For, the length in months to retain images.

Enable Retention, check if required.

Lock Document, check / uncheck.

Mark for Deletion, check / uncheck.

Click Apply.

CONNECTIONS

Overview

Connections are created by the KwikTag Administrator and any user who is a member of the “KwikTzag Admins” group.
Connections are used to create the integration points to Dynamics systems and also SharePoint sites. You can also

define Dynamics module level security using the Connections.
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kWi ktag : ‘-'ﬁ“elf«:nrtuf ndministfétqr

Home Sites Connections Drawers Users Reports Settings Workflow

Connections Al Connections - Connections = Yiew, edit and configure integration connections.
Properties Newy Delete I
Site Name A
Integration Name Description State | Template Created By | Date Created

©  Site Name: Fabrikam, Inc.
Fabrikam, Inc. Fabrikam, Inc. on Microsoft Dynamics GP - v1.1  Administrator  3/31/2011

Page 1 of 1 (2 items)

m Imagetag 061

@®2011 ImageTag, Incorporated

Figure 3.0 — Connections Tab

LEFT-HAND NAVIGATION

Once you navigate to the Connections tab you will notice a listing of available windows. Each window will allow
you access to the different sections to manage. Each section contains a set of specific properties that can be
edited related to Connections. These sections consist of the following:

e Connections — Allows you to view, edit and configure integration connections.

e Connection Templates — This is the standard list of integration connections available to you based upon
your license structure. You can browse, edit and import/export available connection templates.
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CREATING A NEW CONNECTION

1 Click New. The Connection Properties screen will display.

Connection Properties: New Connection E

Setup a connection for 3 site. Assign user permissions and setup mappings.

'
' . " ’

+ Install and setup 3 connection for any given site.
'

é Site Name * | Ll Template * l LI

Name * | Description |

Connection State ®on O off

Users and Permissions

Information Model

SharePoint

[i] imagetag

Figure 3.1 — Connection Properties

2 Enter the following information:
e Select Site Name (this list is populated by the previous tab)
e Select Template (this list is populated based upon your license structure)
e Name
e Description

e Connection State — leave the default selection of “On”

3 Click Apply.

SETTING PERMISSIONS USING CONNECTIONS

1 Click the Users and Permissions section of the Connection Properties window.
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Connection Properties: Fabrikam, Inc. x]

Setup a connection for 3 site. Assign user permissions and setup mappings.

' . e
1 Assign permission based on modules.
'

Modules Access Control List KwikTag Users

|»

v Open
M add
V' Remove

™ Manage

Apply | Jdunlap - U -

Johnl&pprover - U L

Figure 3.2 — Users and Permissions

The available Dynamics Modules will display in the left hand menu.

The available KwikTag Users and Groups will display in the right hand menu.
The middle menu allows you to grant access per user or group for each module.
Select a Module from the left hand menu.

Click on a User or Group from the right hand menu to grant access to that Module.

N o o B WwN

From the menu options, determine what rights to give that User or Group by checking the appropriate
boxes.

(00]

Click the left hand arrows to add the User or Group with the selected rights to the Access Control List.

Repeat the above steps for each individual Module.

»

Hint: Open allows the user to only view documents. Add allows the user to add documents to a drawer.
Remove allows the user to delete documents from a drawer. Manage allows the user to change
document barcodes and change the document owner.

If you need to edit the rights of a user already included in the Access Control List, simply highlight their
name in the ACL, check the boxes of the rights you would like to give and click Apply.

INFORMATION MODEL
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The Information Model section allows you to view the currently configured field mappings for each Dynamics form.
Since these fields are mapped based upon the Dynamics integration templates, it is best practice not to make
adjustments to them. If you need additional mapping services, contact the ImageTag Professional Services team to
assist you.

Connection Properties: Fabrikam, Inc. E

Setup 3 connection for a site. Assign user permissions and setup mappings.

Users and Permissions

Modules Forms Fields
PM_Apply_To_Maintenance PM_Spply [ Company ID
M Zoom . PM_Af g Document Date

i_Batch_Entry Document Number
n.PM_Edit_Transacti Document Type
PM_Manual_Payn Purchase Order Number
Yendor ID

‘Youcher Number - WORK

PM_Batch_Entry |
PM_Edit_Tra

der Processing
Order Proce:

Figure 3.3 — Information Model
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SHAREPOINT

The SharePoint section allows you to view the currently configured SharePoint mappings. These mappings are
completed with you during the KwikTag implementation based upon your business processes. It is best practice not to

make adjustments to them. If you need changes made to the current configuration, contact the ImageTag Professional
Services team to assist you.

Connection Properties: Fabrikam, Inc.

[

Setup a connection for 3 site. Assign user permissions and setup mappings.

Users and Permissions

Information Model

i

E Alows userto create, delete and view Share Point mappings for published drawers.

Drawvers Mapped Drawers

Base URL frttp:/t0

Subscription Made | Store and Forward _vJ
@ Enabled " Disabled
Apply | View /Edit Mappings View Drawver |

Figure 3.4 — SharePoint

Proprietary & Confidential Page 43



KwikTag T3 Web Administration Guide

CONNECTION TEMPLATES

The Connection Templates section displays a list of the available integration templates based upon your license
structure. This list can only be updated by adjusting your KwikTag licenses. In this section you can browse and
import/export available connection templates.

kWi kt ag '\-'V\“EIcrorr‘ue Adminigrmor
Home Sites Connections Drawers Users Reports Settings Workflow
Al Connections - Connection Templates = Browse, edit and import/export available connection templates.
'TZ;::, o Properties oy Export mport |
Drag a column head
:'Template Name Al Author V Version Description ' Date Created
I Il I I Il |
‘ Microsoft Dynamics GP ImageTag, Inc. 1.0 mi/‘»:firlgg?tigtyi%rriii’icosnegemplate for 3/31/2010
Microsoft Dynamics GP ImageTag 11 s\iﬂzirlggg?tir[w)tyi%r;tiicosneigemplate for 3/31/2011
Micrasoft Dynamics GP 2010 ImageTag, Inc. 1.0 mir';zg?tigﬁiﬁfgwgglge for  ayzg/2011
Microsoft SharePoint ImageTag, Inc. 1.0 mi/zirlgg?tigg?;?}éoi:ttemplate for 3/31/2010
} Page 1 of 1 (4 items) [1]
N
[ imagetag
®2011 ImageTag, Incorporated, i tus |

Figure 3.5 — Connection Templates
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KwikTag allows you to create workflow routing and approvals based upon your business processes. These

processes are documented during the implementation discovery sessions. The workflow within KwikTag is then
configured by a Professional Services team member. Please reference the Workflow Admin Guide for more
details on configuring workflow within KwikTag.

To view the configured workflow, click on the Workflow tab within the Admin tool.

kwiktag

Welcome Administrator
Ch ord Log Out

Workflow

Ml Definitions - Definitions = Setup Workf
Definitions
Properties | Mew Delete I ‘
|
| Site Name A
| Narne Drawer Name Trigger Type Description Disabled

= Site Name: KwikTag (Continued on the next page)

This workflow wil
generate a workflow
Orphan Workflow Lost and Found Orphan queue item for each Yes
document received with
a 998 barcode

Scan First Unknown Scan First No
W Assign Approval Invoices gﬁﬁ%ﬁe”pdate Fire Mo
gﬁdRﬁgfé and Approval Invoices Metadata Update No
‘(Edlé\l:leeject Fixed and Reject Metadata Update No

Contract WF assign to Metadata Update Fire

Approvers Contracts In Process oOnly Once No
gggt?\g; WEMoye Contracts In Process Metadata Update No
W assign Approval 2 Tier Approval Invoices gﬁ!tyaccl)a;geumate Fre No
Addn Appraval and move Tier Approval Invoices Metadata Update No

to ERP

Figure 8.0 — Workflow
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OVERVIEW

The KwikTag filing system includes a reporting function. The available reports are:

e Archived Documents by Site/Drawer

e Document Versions by Site/Drawer

e Site/Drawer Statistics

e Export Activity

e Indexed Documents

e Monthly Drawer Activity

e Monthly Image Retrieval Activity

e Record Dispositions

e Records Retention Codes

e Retention Code Mismatch

e Retention Dates — by Site/Drawer

e Retention Dates — expired by Site/Drawer
e Retention Dates — within 30 Days by Site/Drawer
e Retention Properties By Drawer

e Scan Operator Activity

e Scanned Pages

e Security

e Subsystem Versions

e User Statistics

RUNNING A REPORT

Select Report to Run from the drop down list.

Click Run Report.

The report will be generated in the window below.

To export to PDF, Word or Excel; select the desired software icon on the toolbar.

System will ask to either Open or Save file.

a 0 A W N P

Make selection and click OK.
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]
kWI ktag » ‘Welcome Administrator

Home Sites Connections Drawers Users Settings Workflow

Select Report to Run: | Archived Documents By Drawer

/ ( ury Jrawer
To view a report, select a|Document Versions By Drawer
Drawer Statistics

Export Activity

Indexed Documents

Inventory Report by Closed Cartons
List of Cartons

List of Full and Open Cartons
Manthly Drawer Activity

Maonthly Image Retrieval Activity %
Record Dispositions

Records Retention Codes

Retention Code Mismatch

Retention Dates - by Drawer

Retention Dates - expired by Drawer
Retention Dates - within 30 Days by Drawer
Retention Properties By Drawer

Scan Operator Activity

Scanned Pages

Security

Subsystem Versions

User Statistics

g A% W

Figure 6.0 — Report Selection Window

Proprietary & Confidential Page 47



KwikTag T3 Web Administration Guide

OVERVIEW

The Settings tab of the KwikTag Admin tool allows the System Administrator to configure several different areas of the
KwikTag system. This tab also includes a link to the NEWS Management system that supplies all of the KwikTag system
updates to the appliance.

LEFT-HAND NAVIGATION

Once you navigate to the Settings tab you will notice a listing of available windows. Each window will allow you
access to the different sections to manage. Each section contains a set of specific properties that can be edited
related to system settings. These sections consist of the following:

e Audit — Allows you manage the audit settings for the drawers. This is where you Edit the default
settings for the audit properties.

e Global — Allows you to manage the global settings for the system. This is where you will Add, Edit the
default settings.

e Security — Allows you to manage the security. This is where you Edit and default security settings.

e Licenses — Allows you to manage the user licenses. This is where you Edit the default settings for the
licenses.

e Repositories — Allows you to create, delete, and modify repositories and their most basic properties.
e Search — Allows rebuilding of KGS index.

e Login Message — Allows you to change the Login Message.

e Windows Auth Config — Setup Windows Authentication for KwikTag.

e System Management — This is a link to the NEWS Application which allows you to perform appliance
maintenance including server patching and updates.

AUDIT SETTINGS

The System Administrator has the ability to set the audit options on user activity through the audit panel.

To access this feature, click on the Audit link on the left hand menu.
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.
le ktag » Welcome Administrator

Home Sites Connections Drawers Users Reports Settings Workflow

Audit Al Settings - Audit = Allows changing system audit settings.

USER ACTIVITY

¥ Loain
¥ DocuMENT Access
¥ Eman

ADMINISTRATIVE ACTIYITY

¥ SecuriTy

¥ DRAWER MANAGEMENT
¥ GLoBaL SETTINGS

¥ VeriTac

Edit Apply Cancel

[I] Imagetag 041

®2011 ImageTag, Incorporated. y vacy | ContactUs |

Figure 7.0 — Audit

ENABLING SECURITY AUDITS
The System Administrator can audit KwikTag user and administrator activity and create log files of that activity.

e User Activity:
o Login
o Document Access
o Email

e Administrative Activity:
o Security
o Drawer Management
o Global Settings
o VeriTag

EDITING AUDIT OPTIONS

1 Click Edit to select or de-select Activities.
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2 Click Apply.

Audit

[i] imagetag

kwiktag

Sites c

tions

USER ACTIVITY

s Users Reports
4 Settings - Audit = Allows changing system audit settings

Welcome Administrator

Workflow

IMENT ACCESS
¥V Eman

ADMINISTRATIVE ACTIVITY

[V SecuriTY

[V DRAWER MANAGEMENT
[V GLoBAL SETTINGS

IV VeriTac

Figure 7.1 — Edit Audit Settings
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Edit | Apply I Cancel
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GLOBAL SETTINGS

The Global Settings page provides a catch-all for unrelated Kwik system settings and preferences. This page
is typically read-only as it is best practice to not change the system defaults.

To access this feature, click on the Global link on the left hand menu.

L]
kWI ktag Welcome Administrator

Home Sites Connections Drawers Users Reports

Settings Workflow

Settings - Global > Allows changing global system seftings.
Global

WEB SETTINGS

Web Client URL

MISCELLANEOUS SETTINGS

Auto-Add Tag (Label) Dispensers?

REPOSITORY SETTINGS
Storage User Domain
Storage User Name

Password

m Imagetag 040

© 2013 ImageTag. Incorporated. | |

Figure 7.2 — Global Settings

WEB SETTINGS

Web settings are applicable to the Kwik web application. They specify the application’s URL (for email
purposes), the name of the server or system that appears next to the Kwik logo at the top of each web page.

1 Select Edit to modify the following Global Settings:

e In the Web Client URL field, type the URL for the Kwik web application. This address will be
incorporated into emails that get sent to users of the application when they are instructed to revisit
the application to fix a problem or check an image.

2  Click Update to save the settings.
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MISCELLANEOUS SETTINGS

REPOSITORY SETTINGS

This shows the default Repository settings. It denotes the repository volume and storage information. It is best
practice to not change the default settings.

SECURITY

The System Administrator had the ability to set and control security policies for the Kwik system. Password
and Account Lockout policies are set on the Security panel. Click Edit to modify these policies.

To access this feature, click on the Security link on the left hand menu.

.
kWI ktag Welcome Administrator
Home Sites Connections Drawers Users Reports Settings Workflow
4 Settings - Security = Allovws changing system security seftings.
PassworD PoLICY
Security
Minimum Pa
Maximum P
Notice of da
L days
Sequential Control
AccounT Lockour PoLicy
Reset Lockout Counter after 30 minutes
Account Lockout Threshold 3 invalid attempts
Allow Multiple Logins Yes ¥
Edit | Updete Canicel
m Imagetag 042
@®2011 ImageTag, Incorporated. Leg t | ¢

Figure 7.3 — Security

PASSWORD POLICY
The controls in the Password Policy area define:

e  Minimum Password Length: The minimum number of alphanumeric characters allowed for
a password. If set to 0, no password is required.
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e Maximum Password Age:

o Notice of Password Expiration:

e Password History:

e Sequential Control:

SET THE PASSWORD POLICY

The maximum number of days a password may be used
before it expires. If set to 0, password must be reset at each
login.

The number of days before a password expires to start
displaying the password expiration warning message. If set to
0, no warning message is displayed.

The number of days the password is retained in the history
file. This setting affects the number of days that must pass
before a user can reuse a password. For example, password
age is set to 10 days and the history is set to 60 days, seven
passwords must be used before restarting the cycle. If set to
0, no history is kept.

If yes is selected, users may not use numerals (1, 2, 3, etc.) at
the beginning or end of the password. For example,
23birthdays or birthdays23 are not permitted while
birth23day is permitted.

1 For items that use counters, type the desired number.

2 For items with a drop down, selected desired action.

ACCOUNT LOCKOUT POLICY

The Account Lockout policy governs:

e  Reset Lockout Counter: The duration (in minutes) of the lockout.

e  Account Lockout Threshold: The number of times a user can fail Login before being locked out of the

Kwik software.

SETTING ACCOUNT LOCKOUT POLICY

1 For items that use counters, type the desired number.

2 For items with a drop down, selected desired action.

LICENSES

KwikTag software licensing panel identifies customers by name, identification number and the license number(s).
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To access this feature, click on the Licenses link on the left hand menu.

kewiktag: s

Settings

Home Sites Connections Drawers Users Reports Workflow

tem license

ings and options.

Settings - Licenses :

License Data
————————————— License K ;J
Licenses
07FEb
pUEJ 0
icense Key upHLSS1POA==
a e License Key End-------eeeemmmeeeeeeev
Customer Name | ImageTag
Customer D Il«tam;nb[il
Licerse Settings I Edit I Update Cancel I
Drag a column hea oup by that column
License Options Activation Date Expiration Date Status A Activities
| cansume (50) 3/28/2011 12/31/9999 Licensed ‘
PDF and Text 3/28/2011 12§31/9999 Licensed
Export 3/28/2011 12/31/9999 Licensed
| OCR 3f28{2011 12{31/9999 Licensed

Figure 7.4 - Licenses

EDIT CUSTOMER LICENSING INFORMATION

1 Click Edit to modify the License Key, Customer Name and Customer ID. Typically you would just copy/paste your
license key from an email that comes from the ImageTag fulfillment department.

2 Click Preview License Settings to view the new license structure.

3 Click Update to apply the changes to the license structure.
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REPOSITORIES

Kwik has data repositories to store all of the scanned images. The Repositories section of the Admin tool shows the
default repository information. It is best practice to not adjust the default information. You can add additional repositories

here if needed.

To access this feature, click on the Repositories link on the left hand menu.

kw i ktag . 'I'.IVII’EE:.I:I{TXE,‘_\drhi?iﬂrm‘tr

Drawers Settings

Home Sites Connections
4 Settings - Repositories = Allovys creation, deletion, and modification of repositories and their most basic properties.
Properties Mew
Drag a colurmn header here to group by that colurmn
Repositories Location Type Full? Yolume Id Vgl&{ge Mgi’; : ?r!:]‘g;e VDIUER,]%;JSEC’
I | G | | | |
D:\Kwik Tagrepositories\repository0001 Active False YOLO0oO1 False 200 45
_Page 1 of 1 {1 items) [1] ‘
[i] imagetag 054

® 2011 ImageTag, Incorporated

Figure 7.5 - Repositories
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SEARCH

KwikTzg allows you to perform global searches across the entire database based upon either filing information or document

content. There may be times when the search feature needs to be re-indexed to clear out previous searches. The Search
window of the Settings tab allows you to perform this re-index.

To access this feature, click on the Search link on the left hand menu.

kWi ktag » Welcome Administrator

Home Connections Drawers

1 Settings - Search = Allovws rebuilding of KGS index.

Re-Index

By clicking on the "Re-Index KGS", the re-indexing of your KwikTag Glohal Search will begin. This
operation can be very time consuming, it may take few minutes to several hours to complete. Your
ability to search will be effected until the re-index has completed.

Search Re-Index KGS I

E] Imagetag

045

@2011 ImageTag, Incorporated
Figure 7.6 - Search

RE-INDEX SEARCH

1

Click Re-Index KGS to perform the Search feature re-index. A message will display letting you know that the re-
index was started successfully.
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Re-Index

By clicking on the "Re-Index KGS", the re-indexing of your KwikTag Glohal Search will hegin. This
operation can he very time consuming, it may take few minutes to several hours to complete. Your
ahility to search will be effected until the re-index has completed.

Re-Index KGS

KGS Re-Index was started successfully.

LOGIN MESSAGE

KwikTag allows you to create a personalized login message for the end-users to see when they log into the Web client.

To access this feature, click on the Login Message link on the left hand menu.

°
le ktag : Welcome Administrator

Home Sites Connections Drawers

1 Settings - Login Message = Allows changing the Login Message.

Login Message

Display the following Login Message? =

Login Message

Edit Update cancel

m Imagetag 046

®2011 ImageTag, Incorporated Priva ContactUs |
Figure 7.7 — Login Message

LOGIN MESSAGE CHECK BOX
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When this item is checked a message is displayed to the user at login. To display login messages, perform the

following steps:

1 Click Edit.

2 Verify that the check box is selected to Display the following Login Message.
3 Create a message in the text box
4

Click Update to save settings.

WINDOWS AUTH CONFIG

Kwik allows integration with the AD server on your network. Once the settings have been entered KwikTag will poll
against a designated AD User Group to create new KwikTag users. The user accounts will be created in KwikTag; however
they are disabled until the System Administrator updates the user account with an appropriate license type. Typically the

setup for this feature is done during the implementation process.

To access this feature, click on the Windows Auth Config link on the left hand menu.

°
le ktag Welcome Administrator

Drawers Settings

Connections

Sites

4 Settings - Windows Auth Config = Setup Windows Authentication for KwikTag.

Connection Information Group Configuration

AD URL I All Groups My Groups

Username |

Windows Auth
Config

L

30 E Minutes

Test Refresh AD Groups

Ediit Update Cancel

[I] Imagetag 047

@2011 ImageTag, Incorporated 13 Ve 2 |

Figure 7.8 — Windows Auth Config
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CONFIGURING THE WINDOWS AUTH CONFIG (AD SYNC)
1  Click Edit.
2 Enter the following information to establish the connection to the AD Server.

e AD URL —this is the IP address of the AD Server. LDAP must precede this entry.

e Username — this user must have at least read-only access to the AD Server. The domain name needs
to precede the User Name.

e Password — this is the Password for the above User account.
o KwikTag Default Password — this is the default password for all KwikTag users created using AD

e Polling Rate — the rate at which KwikTag will poll against the AD Server looking for new users.
Click Test to have the All Groups list populated.

4 From the All Groups list, select the AD Users Group(s) to use for KwikTag users. Click the double right
arrows to add that group or groups to the My Groups list.

5  Click Update to save settings.

SYSTEM MANAGEMENT — NEWS APPLICATION

The KwikTag appliance is a “closed” appliance. It automatically pushes updates to the KwikTag software and also includes
Microsoft updates. You can access certain features of server administration including installing these updates from the
System Management link. This link takes you to the KwikTag NEWS application which is used to manage the KwikTag
appliance.

To access this feature, click on the System Management link on the left hand menu. A new internet explorer window will
launch. Follow the instructions below to access the KwikTag NEWS application to manage the KwikTag appliance updates.

1 Click Continue to this website from the internet window that launches.

2 You will be prompted to log into the NEWS application. Enter the following credentials:
e User Name = Admin

e Password = Password$

3 The NEWS application will open.
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X x@tl:: s
¢ Favorites 3 u Suggested Sites v @] Web
€ kwiktag oo B v ) @ v Pagev Safetyv Toolsv @~ j{:l
‘,’T\ Home '37 Tools D?g Network E'J System&Log ¥4 Help [: Logout

Appliance | System | Info | Network

Appliance Launch Page

Alarm, Update, Image and Configuration Manager =
mmm
=

—
@ Alarm Manager @ Update Manager G l Image Manager % Configuration
NS

) Manager
3| Alarms @ Update Download \_ A Backup |_‘1 Backup

= & .

Sm@ Groups \_~ Download Status > Restore 77> Restore

[ Actions <

Updates to Install g7' Schedule h:j; Manage Files

o 5 @2 C= <
=55 Categories == Install Status hi| Manage Files

7| Update Schedule

Figure 7.9 — KwikTag NEWS Application

4 There are four main areas of the NEWS application:

e Alarm Manager
e Update Manager
e |mage Manager

e Configuration Manager
The majority of the appliance setup has already been configured for you, however you will still use the
Update Manager to download and install the KwikTag appliance updates.
5

Click on Update Download to view the available updates to download for the KwikTag appliance.

%)
D} Home =

Tools ED‘ENemork EJ‘ System & Log ¥4 Help [: Logout

Appliance | System | Info | Network

Update Manager

Configure Appliance Updates

Update Download

&/Update Event Log

Figure 7.10 — Update Download
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6 If there are available updates, select the ones you want to download by checking the box in front of
each update. Click Download to begin the download process.

7 Click on the Download Status page to view the download progress of the selected updates.

AHome = Tools %Network

Info |

= =~
|51 system & Log ED

¥4 Help

Logout

Appliance |  System |

Update Ma nager Configure Appliance Updates se

| Download Status
<z/Update Event Log

Idle

Figure 7.11 — Download Status

»

Hint: Typically the appliance it set to automatically “Download and Approve” updates. If that is
selected, then you will only see the available updates on the Updates to Install tab as the system will

have automatically downloaded them for you.

8  Click on the Updates to Install page to select the downloaded updates to install on the KwikTag
appliance. Click Install to begin the install process.

System &Log ¥4 Help [ Logout

Info | Network

Update Ma nager Configure Appliance Updates -

+/Update Event Log

Package Update Description Reboot
Before Installing, please read the release notes at http://releasenotes.kwiktag.com

" 11103100
Update Appliance Version to 4.6.3
Before Installing, please read the release notes at http://releasenotes kwiktag.com

false

I” 11103200 false
Update Appliance Version to 4.6.3.1
Before Installing, please read the release notes at http://releasenotes kwiktag.com
I 11103300 false
Update Appliance Version to 4.6.4
Before Installing, please read the release notes at http://releasencotes . kwiktag.com
false

™ 11103400
Update Appliance Version to 4.6.4.1
Vulnerability in Windows Shell Could Allow Remote Code Execution (2286198)
Cumulative Security Update for Internet Explorer 7 for Windows Server 2003 (KB2183461)
Vulnerability in MPEG-4 Codec Could Allow Remote Code Execution (975558)

Vulnerability in Unicode Scriots Processor Could Allow Remote Code Execution (2320113)
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Figure 7.12 — Updates to Install

9  Click on the Install Status page to view the Install progress of the selected updates. The top section
shows you the Updates In Progress and the bottom section lists the Installed Updates. Once all selected
updates show in the Installed Updates section, your KwikTag appliance is up to date.

=) N
Tools @ Network E?“ System &Log &4 Help [ Logout

appliance | System | Info | Network

Update Ma nager Configure Appliance Updates

i Install Status

'Update Event Log

— Updates In Progress

Installed Updates

00000111 Kwiktag agent update version 1.0.1 false true
10100102 Kwiktag Agent Patch 35 true true
11100301 Kwiktag Update - 4.0.1 false true
11100401 Kwiktag Update - 4.0.2 false true
11100501 Kwiktag Update - 4.0.3 false true
11100601 Kwiktag Update - 4,04 false true
11100701 Kwiktag Update - 4.0.5 false true
11100800 Microsoft Quarterly Updates, Q2 2008 true true

Figure 7.13 — Install Status
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Tempe, Arizona 85282

Phone: 480.753.9300
Fax: 480.753.9400
Toll Free: 1.888.KWIKTAG (594.5824)
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